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a b s t r a c t 

Distributed machine learning allows different parties to learn a single model over all data 

sets without disclosing their own data. In this paper, we propose a weighted distributed 

differentially private (WD-DP) empirical risk minimization (ERM) method to train a model 

in distributed setting, considering different weights of different clients. For the first time, 

we theoretically analyze the benefits brought by weighted paradigm in distributed differ- 

entially private machine learning. Our method advances the state-of-the-art differentially 

private ERM methods in distributed setting. By detailed theoretical analysis, we show that 

in distributed setting, the noise bound and the excess empirical risk bound can be improved 

by considering different weights held by multiple parties. Additionally, in some situations, 

the constraint: strongly convexity of the loss function in ERM is not easy to achieve, so we 

generalize our method to the condition that the loss function is not restricted to be strongly 

convex but satisfies the Polyak-Łojasiewicz condition. Experiments on real data sets show 

that our method is more reliable and we improve the performance of distributed differen- 

tially private ERM, especially in the case that data scales on different clients are uneven. 

Moreover, it is an attractive result that our distributed method achieves almost the same 

theoretical and experimental results as previous centralized methods. 

© 2021 Elsevier Ltd. All rights reserved. 

 

 

 

 

 

 

1. Introduction 

In recent years, machine learning has been widely used
in many fields such as data mining and pattern recogni-
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ive information disclosure is becoming a huge problem. In 

ddition to data itself, model parameters trained by data 
an reveal sensitive information in an undirect way as well 
 Fredrikson et al. (2014) ; Shokri et al. (2017) ). 

To solve the problems mentioned above, differential pri- 
acy ( Dwork (2011) ) was proposed to preserve privacy in 

he field of machine learning and has been applied to prin- 
ipal component analysis (PCA) ( Chaudhuri et al. (2013) ; 
e et al. (2018) ; Wang and Xu (2019b) ), regression 

 Bernstein and Sheldon (2019) ; Chaudhuri and Mon- 
eleoni (2009) ; Smith et al. (2018) ; Zhang et al. (2012) ), boosting
 Dwork et al. (2010) ; Zhao et al. (2018) ), generative adversarial 
etworks (GAN) ( Wu et al. (2019) ; Xu et al. (2019) ), graph
lgorithms ( Arora and Upadhyay (2019) ; Ullman and Seal- 
on (2019) ), deep learning ( Abadi et al. (2016) ; Farquhar and 

al (2019) ; Shokri and Shmatikov (2015) ) and other fields. 
There are mainly three methods to achieve differ- 

ntial privacy: output perturbation ( Bassily et al. (2014) ; 
work et al. (2006) ; Pathak et al. (2010) ; Zhang et al. (2017) ),
bjective perturbation ( Chaudhuri and Monteleoni (2009) ; 
haudhuri et al. (2011) ) and gradient perturbation 

 Abadi et al. (2016) ; Bassily et al. (2014) ; Geyer et al. (2017) ).
mong them, gradient perturbation method is the most 
opular method because it can be applied to any gradient 
escent method, a commonly used optimization method in 

achine learning. Meanwhile, it not only protects the model 
arameters but also the gradients, which makes it more 
eliable. 

Meanwhile, cooperations between organizations are be- 
oming more common, multiple parties desire to train a ma- 
hine learning model by combining data in the fields such 

s biomedicine and financial fraud detection. By combining 
raining data, the performance of the model can be better be- 
ause of the increasing of training data. However, sharing data 
etween clients is unwise and may disclose personal sensitive 

nformation. 
Distributed machine learning is an approach proposed to 

olve the multiple-party machine learning problem. Differ- 
nt parties own different training data sets (including sen- 
itive information of individuals), and for privacy considera- 
ion, data is not shared between clients. Among many dis- 
ributed learning strategies, divide and conquer is one of the 
implest methods. It preserves privacy by minimizing infor- 
ation communications, which has caused widespread con- 

erns of researchers. The first distributed differentially private 
achine learning method was proposed in Pathak et al. (2010) ,

n which privacy was preserved by output perturbation.
ayaraman et al. (2018) introduced two differential privacy 

ethods to distributed setting: output perturbation and gradi- 
nt perturbation, achieving better theoretical and experimen- 
al results. 

However, distributed methods mentioned above do not 
onsider about different weights of multiple parties when ag- 
regating parameters. In real scenarios, data scales of differ- 
nt clients are always uneven 

1 . Thus, the qualities of mod- 
ls trained by different clients are uneven, simply averag- 
1 In this paper, ‘uneven data scales’ means the sizes of data sets 
wned by different clients may differ a lot. 

a
t
o
g

ng without weights will lead worse performance on accu- 
acy. For example, for the simplest case, supposing there are 
 clients, the first owns 100 data instances and the second 

wns 900 data instances. It is a common sense that the model 
rained by larger data set is better than which trained by 
maller data set. When aggregating model parameters, if both 

lients are equally weighted by 0.5 (like previous methods 
ayaraman et al. (2018) ; Pathak et al. (2010) ), the local model
rained by the first client is considered too much and the ag- 
regated machine learning model will be ‘dragged’ by the first 
odel (trained by 100 data instances) with a large probability.

y applying different weights of multiple parties, the weights 
eld by the first client and the second client are 0.1 and 0.9, re-
pectively. Under weighted paradigm, all the local models are 
onsidered to reasonable extents, rather than ‘over’ or ‘under’ 
ggregated. 

Besides, federated learning ( McMahan et al. (2016) ) and 

istributed machine learning are connected closely. In dis- 
ributed machine learning, a ‘server’ absolutely controls all 
arties and different parties aim to train a large-scale ma- 
hine learning model. And in federated learning, each party 
bsolutely controls over its own data and can decide whether 
r not to disclose it. Despite of this, it can be observed that
he frameworks of federated learning and distributed ma- 
hine learning are similar: all parties train the models locally 
nd a server aggregates the models. Thus, the ‘boundary’ be- 
ween distributed machine learning and federated learning is 
lurred and it is hard to define the difference between them. 

To get the global model, when aggregating parameters from 

ifferent parties, apart from averaging, Alternating Direction 

ethod of Multipliers (ADMM) ( Boyd et al. (2011) ) and Block- 
ise Model Update Filtering (BMUF) ( Chen and Huo (2016) ) 

re suitable methods and have been applied to lasso model 
 Zhang and Kwok (2014) ), DNN ( Chen and Huo (2016) ), CNN
 Choy (2015) ; Elgabli et al. (2019) ; Fu et al. (2019) ), Matrix Fac-
orization ( Yu et al. (2014) ; Zhang and Kwok (2014) ), LSTM
 Chen et al. (2020) ; Chen and Huo (2016) ; Huang et al. (2020) )
nd other fields. Moreover, the combination of ADMM 

nd differential privacy was studied in Ding et al. (2019) ; 
uang et al. (2020) ; Wang et al. (2019) . However, aggregating 
ethods such as ADMM and BMUF require sending the gradi- 

nts to the server at each iteration (multiple communications),
hich increases the communication complexity and privacy 

isk. In this paper, we focus on the more general method: av- 
raging model parameters when getting the global model, in 

hich only one communication is necessary. 
To address the problems carried by uneven data scales 

ver different clients when averaging model parameters, we 
ropose Weighted Distributed Differential Privacy (WD-DP) 
ethod in this paper. This paper focuses on ERM, which is 

enerally used in supervised learning and covers a variety 
f machine learning tasks. We consider weighted averaging 
aradigm, rather than simply averaging when aggregating 
odels, in order to reduce the negative impact caused by un- 

ven data scales, which leads better noise bound and excess 
mpirical risk bound theoretically. This is the first time to an- 
lyze ‘what we can get from the weighted framework ’ in dis- 
ributed differentially private machine learning. Experiments 
n real data sets also show that the classification and re- 
ression performance of our method is much better than the 
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method proposed by Jayaraman et al. (2018) , the best method
in distributed differentially private ERM to the best of our
knowledge. 

Moreover, most previous theoretical analysis on differen-
tially private ERM is based on strongly convex loss function
and this constraint is not easy to guarantee in some situations.
To solve the problem, first, we improve the proof process of the
excess empirical risk bound proposed by Wang et al. (2017) and
then generalize our method to non-convex loss functions
which satisfy the Polyak-Łojasiewicz condition. 

The contribution of this paper consists of three parts: 

Weighted Distributed Differential Privacy Method. We pro-
pose a weighted distributed differential privacy paradigm:
WD-DP in this paper, taking weights of different clients into
account, in order to improve the performance of the model.
For the first time, we theoretically analyze ‘what can be ben-
efited from the weighted paradigm’ and show that weighted
paradigm can reduce the negative impact caused by uneven
data scales. By applying weights, different clients in the dis-
tributed system work as one, making the system more ‘cen-
tralized’. 

Superior Theoretical and Experimental Resutls. Theoretical
and experimental results show that our proposed WD-DP
method achieves better performance than simply averaging
method ( Jayaraman et al. (2018) ; Pathak et al. (2010) ). By ap-
plying weighted paradigm, our proposed distributed method
almost achieves the performance of the central method
( Wang et al. (2017) ; Zhang et al. (2017) ), which is an attractive
result. 

A More General Case. In previous distributed differential pri-
vacy methods, the loss function is always assumed to be
strongly convex. In this paper, we extend this assumption to
a more general case: the loss function satisfies the Polyak-
Łojasiewicz condition, but does not need to be convex. Theo-
retical analysis and experiments show that under non-convex
case, the results are similar. 

The rest of the paper is organized as follows. We introduce
some related work in Section 2 , including distributed differen-
tially private ERM, centralized differentially private ERM under
non-convex condition, and federated learning. In Section 3 , we
propose our method: WD-DP in detail and then analyze the
(ε, δ) -differential privacy of our method. We give the theoreti-
cal analysis of the excess empirical risk bounds of our method
on both convex and non-convex conditions in Section 4 . We
present the experimental results in Section 5 . Finally, we con-
clude the paper in Section 6 . 

2. Related work 

In this section, we first introduce some related work over dis-
tributed differentially private machine learning. Then, we in-
troduce some work on centralized differentially private ERM
under non-convex condition. And finally, we claim the differ-
ences between our method and federated learning. 
2.1. Distributed setting 

The first distributed privacy preserving protocol was proposed
by Pathak et al. (2010) . There was a regularization term λN(θ ) in
the objective function (which is not considered in this paper
for the sake of simplicity), where θ is the model with p param-
eters (i.e. θ ∈ R 

p ). Different parties trained models locally and
interacted with the curator to construct additive shares of a
perturbed aggregated model. In this work, the delivery of pa-
rameters relied on homomorphic encryption ( Paillier (1999) ),
which is expensive on computation. And differential privacy
was guaranteed by output perturbation, adding Laplace noise.

By combining privacy with secure multi-party computa-
tion (SMC) ( Tian et al. (2016) ), Jayaraman et al. (2018) proposed
a distributed method, guaranteeing differential privacy by
output perturbation and gradient perturbation, adding noise
within a SMC. In this work, the loss function � (·) was assumed
G -Lipschitz and L -smooth, the noise bound was related to the
training iterations T . The noise bound and excess empirical
risk bound in this work are better than which proposed by
Pathak et al. (2010) . Particularly, in this method, parties ag-
gregated parameters by simply averaging. As a result, if data
scales on different parties are not even, the performance will
decrease rapidly. Unfortunately, in real scenarios, data scales
on clients are always uneven. 

In the method WD-DP, proposed by this paper, we consider
different weights held by different parties when aggregating
models, and achieve better performance in distributed set-
ting both theoretically and practically, no matter data scales
are even or not. Additionally, previous method proposed by
Jayaraman et al. (2018) is a special case of WD-DP, in the condi-
tion that the sizes of clients are the same. Thus, our method is
more general and adapts to most scenarios. Moreover, for the
first time, we analyze the theoretical improvements brought
by the ‘weighted framework’, which is shown in Section 3 and
Section 4 . The comparison between our method and other
methods mentioned above on noise bound and excess empir-
ical risk bound is given in Table 1 . 

In Table 1 , the noise bound and excess empirical risk bound
of our method are better than the best previous distributed
method we have known, proposed by Jayaraman et al. (2018) ,

by a factor of 
(mn (1) ) 

2 

n 2 
and 

(mn (1) ) 
2 log (n ) 

( log (mn (1) ) n ) 
2 , respectively, where m is

the number of parties, n (1) denotes the smallest size of data
set owned by parties and n represents the total number of
data instances over all data sets. Particularly, our method is
much better when data scales on clients are uneven. Moreover,
the method mentioned above is a special case of our method
WD-DP under average setting. And obviously, the excess em-
pirical risk bound of our method is far better than which in
Pathak et al. (2010) . It is worth emphasizing that although our
method is proposed under distributed setting, it achieves al-
most the same theoretical performance as centralized meth-
ods. 

2.2. Non-convex ERM 

The first work on centralized non-convex differentially
private ERM problem is Random Round Private SGD
( Zhang et al. (2017) ), guaranteeing (ε, δ) -differential pri-
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Table 1 – Comparison between our method and other methods on noise bound and excess empirical risk bound. 

Gaussian Noise Bound Excess Empirical Risk Bound Distributed Non-convex 

Pathak et al. (2010) None O 

( 

(m −1) 2 (λ+1) 

n 2 
(1) 

λ2 + 

p 2 (λ+1) log 2 (p/δ) 

n 2 
(1) 

ε2 λ2 + 

p(m −1)(λ+1) log (p/δ) 

n 2 
(1) 

ελ2 

) 

Yes No 

Jayaraman et al. (2018) O 

( 

G 2 T log (1 /δ) 

m 2 n 2 
(1) 

ε2 

) 

O 

( 

pG 2 L log 2 (mn (1) ) log (1 /δ) 

m 2 n 2 
(1) 

λ2 ε2 

) 

Yes No 

Zhang et al. (2017) O 

(
pG 2 log (n/δ) log (1 /δ)+ G 2 ε2 

ε2 

)
O 

(
G 
√ 

p log (n/δ) log (1 /δ) D 
nε

)
No Yes 

Wang et al. (2017) O 

(
G 2 T ln (1 /δ) 

n 2 ε2 

)
O 

(
pG 2 log 2 (n ) ln (1 /δ) 

n 2 ε2 

)
No Yes 

Our Method WD-DP O 

(
G 2 T ln (1 /δ) 

n 2 ε2 

)
O 

(
pG 2 log (n ) ln (1 /δ) 

n 2 ε2 

)
Yes Yes 
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acy over non-convex loss function. In this method, the 
xcess empirical risk bound was proportional to D, the upper 
ound of the � 2 norm of the model’s parameters (i.e. ‖ θ‖ ≤ D 

or all θ ). 
Theoretical analysis on noise bound and excess empiri- 

al risk bound of gradient perturbation method under non- 
onvex condition in centralized setting was also studied in 

ang and Xu (2019a) ; Wang et al. (2017) . However, the proof 
rocess on the excess empirical risk bound can be improved,
hich will be detailed in Section 4 in this paper. 

Bun and Steinke (2016) studied the upper bounds of the 
tility of centralized differentially private ERM problem with 

on-convex loss function. This work considered the problem 

n both low and high dimensional spaces and showed that for 
ome special non-convex loss functions, the utility can be im- 
roved to a level similar to convex ones. 

In this paper, first, we improve the proof process on ex- 
ess empirical risk bound in Wang et al. (2017) (Section 4.1).
hen, we extend our method to the condition that the loss 

unction is not constrained strongly convex (or even convex).
o the best of our knowledge, this is the first time to analyze 
on-convex differentially private ERM in distributed setting.
he comparison between our method and previous central- 

zed methods under non-convex condition is shown in Table 1 .
In Table 1 , by improving the proof process proposed by 

ang et al. (2017) , our excess empirical risk bound is tighter 
han before by a factor of log (n ) . Meanwhile, considering the 
arameter D is hard to control in general, our method is more 
eliable than the method proposed by Zhang et al. (2017) , with 

 better noise bound. 

.3. Federated learning 

cMahan et al. (2016) proposed a decentralized machine 
earning method: federated learning. In federated learning,
raining data is stored locally and a shared model is learned 

y aggregating local gradients, whose aim is to minimize com- 
unications between clients and the ‘server’. However, extra 

rivacy was not taken into account, except for decentralized 

ata storage. 
Based on McMahan et al. (2016) , a user-level differentially 

rivate LSTM (Long Short-Term Memory) was proposed in 

cMahan et al. (2017) , and was applied to language models.
eyer et al. (2017) proposed a method to guarantee whether 
 client participants in federated learning cannot be inferred 

y malicious adversaries, preserving client-level privacy. How- 
ver, all previous differentially private federated learning 
ethods concentrate on a certain problem or a certain ma- 

hine learning model (such as LSTM), rather than a general 
aradigm. 

From our perspective, federated learning is a kind of dis- 
ributed machine learning method, focusing more on commu- 
ication complexity (communication cost). Thus, some dif- 

erences between our proposed WD-DP method and feder- 
ted learning should be clarified in detail. Although feder- 
ted learning considers about different weights held by differ- 
nt clients, it ignores the effects caused by weighted frame- 
ork. However, in this paper, we focus more on the theoret- 

cal analysis and answer the question: “how can we benefit 
rom weighted distributed framework”. This paper theoreti- 
ally prove that by considering weights, the noise bound and 

he excess empirical risk bound in distributed machine learn- 
ng can be improved, for the first time. Meanwhile, we focus on 

 general paradigm: ERM, covering a variety of machine learn- 
ng tasks. Considering that our method is a general paradigm 

nd the averaging framework is easy to apply, we do not place 
oo much emphasis on application scenarios. And of course,
ur method can be easily applied to federated learning. For 
he same reason, the comparisons in this paper are mainly 
pplied between previous differentially private ERM methods 
nd our method. 

. WD-DP: Weighted distributed differential 
rivacy empirical risk minimization 

n this section, we first introduce some basic definitions in dis- 
ributed machine learning. Then, we propose WD-DP method 

n detail and give theoretical analysis of (ε, δ) -DP of our algo- 
ithm. 

Given a d-dimensional vector x = [ x 1 , x 2 , . . . , x d ] 
� , denote

ts � 2 -norm: 
(∑ d 

i =1 | x i | 2 
) 1 

2 by ‖ x ‖ . ˜ O (·) is similar to O (·) , but hid-

ng factors polynomial in log n and log (1 /δ) . Denote the prob- 
bility distribution of data as D 

n , for two databases D, D 

′′ ∈ D 

n 

iffering by one single element, they are denoted as D ∼ D 

′ , 
alled adjacent databases . 
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Definition 1 ( Dwork et al.(2014) ) . Randomized function A :
D 

n → R 

p is (ε, δ) -differential privacy ( (ε, δ) -DP) if 

P [ A (D ) ∈ S ] ≤ e εP [ A (D 

′ ) ∈ S ] + δ, 

where S ∈ range( A ) and p is the number of parameters. 

According to the definition, differential privacy guarantees
that data sets D, D 

′ lead to similar distributions on the out-
put of a randomized algorithm A . This implies that an adver-
sary will draw essentially the same conclusions about an in-
dividual whether or not that individual’s data was used even
if many records are known a priori to the adversary. 

In differentially private machine learning, the adversary
can get the machine learning model θ (at each iteration) and
attempts to infer the sensitive information of individuals in-
cluded in data set. Some kind of attacks, such as membership
inference attack, attribute inference attack, memorization at-
tack ( Backes et al. (2016) ; Carlini et al. (2019) ; Jayaraman and
Evans (2019) ), have been found to be thwarted by differential
privacy mechanisms. 

The objective function in centralized ERM is defined as: 

L D (θ ) = 

1 
n 

n ∑ 

i =1 

� (θ, x i , y i ) , 

where (x i , y i ) denotes data instance, � (·) is the loss function. 

Definition 2 ( Dwork et al.(2014) ) . For adjacent databases D ∼
D 

′ , the � 2 -sensitivity of a function f (·) is defined as: 

S ( f ) = max ‖ f (D ) − f (D 

′ ) ‖ , (1)

� 2 -sensitivity captures the magnitude by which a single in-
dividual’s data can change function f (·) in the worst case. 

3.1. Distributed differential privacy 

Suppose there are m parties P 1 , P 2 , . . . , P m 

, owning data sets
D 1 , D 2 , . . . , D m 

with size n 1 , n 2 , . . . , n m 

, respectively. Different
parties train their own model θ (1) , θ (2) , . . . , θ (m ) locally to pre-
vent data disclosing (in this paper, we denote model by pa-
rameters), and then their models are aggregated by a trusted
third party (called server). 

So, in distributed setting, the objective function is: 

L D (θ ) = 

1 
m 

m ∑ 

j=1 

1 
n j 

n j ∑ 

i =1 

� (θ, x ( j) 
i , y ( j) 

i ) , (2)

where (x ( j) 
i , y ( j) 

i ) denotes data owned by party j. 
By Eq. (2) , when it comes to gradient perturbation, at round

, with learning rate η, we have the updating criteria on party
j: 

θ
( j) 
t+1 = θ

( j) 
t − η(∇L D j (θ

( j) 
t ) + z t ) , 

and by simply averaging ( Jayaraman et al. (2018) ;
Pathak et al. (2010) ), the updating criteria on server after
T local iterations is: 

θ (c ) = 

1 
m 

m ∑ 

j=1 

θ
( j) 
T , (3)
where L D j (θ ) represents the objective function over party j,

z t ∼ N (0 , σ 2 I p ) is Gaussian noise guaranteeing differential pri-
vacy and θ (c ) denotes the aggregated model on server. 

It can be observed that each party P i processes its own data
set D i , without sharing data with other parties. After all m
models trained, they are aggregated by the server. The aim is
to learn a classifier from the union of all the data D 1 ∪ D 2 . . . ∪ D m

without data exchange. And θ (c ) is the final model we want. 

3.2. Weighted distributed differential privacy 

Traditional methods ( Jayaraman et al. (2018) ;
Pathak et al. (2010) ) use Eq. (3) to aggregate parameters
by simply averaging. However, this method pays more at-
tention on data instances in small data sets, which leads
worse noise bound and excess empirical risk bound. In real
scenarios, data scales on clients are always uneven, so simply
averaging leads worse performance (an example is given in
Section 1 ). 

To solve the problem mentioned above, instead of simply
averaging the parameters when aggregating models, we take
weights of different parties into account. The weight is related
to the data set’s size owned by corresponding client, leading
the updating criteria on the server to: 

θ (c ) = 

m ∑ 

j=1 

(n j 
n 

+ z w 

)
θ

( j) 
T , 

where z w 

is the random noise to preserve the privacy when
applying weights. 

This formulation is similar to Eq. (3) . It seems like a simple
trick, only adding weights on the models of clients. However,
in this paper, for the first time, we analyze “what can be given
by adding weights’. Moreover, we theoretically prove that our
weighted distributed framework is a general paradigm, achieving
almost the same performance as previous centralized meth-
ods, which is an attractive result benefitting from “weighted
framework’. 

When considering about weights of different parties, data
instances in different parties are paid same attentions, which
reduces the negative impacts caused by a single bad data in-
stance, rare but special high noise generated for guaranteeing
differential privacy or uneven data scales. 

Although in the setting of federated learning (such as
McMahan et al. (2016) ), weights of different parties are also
considered, they are seemed as public knowledge, which may
also reveal the client’s side information and the adversary can
use the weights to infer the identity of each client. However,
in distributed setting, the server controls all the parties and
weights of parties are only owned by the server, which de-
creases the privacy risk caused by the weights. Moreover, our
method considers this kind of risk and preserves the privacy
which may disclose by weights (detailed in Theorem 1 ). 

Our method is detailed in Algorithm 1 . 
In this paper, we assume that the privacy budgets ( ε1 , ε2 ,

δ1 and δ2 ) are assigned by the trusted server. As a result, the
random variables z t added to each party share the same vari-
ance (line 3–5 in Algorithm 1 ) and ( ε, δ)-differential privacy is
achieved on the final model θ (c ) . However, different clients may
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Algorithm 1 Weighted Distributed Differential Privacy ERM 

Method: WD-DP. 
Require: m parties indexed by j, number of local iteration 

rounds T , learning rate η
1: function DistributedLearning ( m, T, η) 
2: First, m parties download random θ (c ) from the server 

as initialization. 
3: Party j ( j ∈ { 1 , 2 , . . . , m } ) executes at round t: 
4: θ

( j) 
t+1 = θ

( j) 
t − η(∇L D j (θ

( j) 
t ) + z t ) , 

5: where z t ∼ N (0 , σ 2 I p ) . 
6: Server executes after T local rounds : 
7: θ (c ) = 

∑ m 

j=1 

( n j 
n + z w 

)
θ

( j) 
T , 

8: where z w 

∼ N (0 , σ 2 
w 

) . 
9: return θ (c ) . 

10: end function 

h
g
f

3
I
n
(

T  

L

σ

a

σ

θ

P
(  

ε

E

a

M

w

 

t

d

α

w

c

s

α

D

P

Q

d

D

 

b

λ

 

p
o

α

ave different privacy requirements (different privacy bud- 
ets). It is a different scenario, but can be easily analyzed by 
ollowing our thoughts, which is detailed in Theorem 1 . 

.2.1. Differential privacy on final model 
n this paper, we guarantee (ε, δ) -DP using Gaussian Mecha- 
ism ( Dwork et al. (2006) ) and moments accountant method 

 Abadi et al. (2016) ). 

heorem 1. In Algorithm 1 , for ε1 , δ1 , ε2 , δ2 > 0 , if � (θ, x, y ) is G-
ipschitz over θ, with 

2 = c 
G 

2 T ln (1 /δ1 ) 

n 2 ε2 
1 

, (4) 

nd 

2 
w 

= c 
ln (1 /δ2 ) 

n 2 ε2 
2 

, (5) 

(c ) is (ε1 + ε2 , δ1 + δ2 ) -DP for some constant c . 

roof of Theorem 1.. The output of Algorithm 1 : θ (c ) satisfies 
 ε1 + ε2 , δ1 + δ2 )-DP, in which ε1 , δ1 are for DP when training and

2 , δ2 are for DP when applying weights. 
First, we analyze the privacy when training (guaranteed by 

q. (4) ). 
The t th query which may disclose privacy can be seemed as 

 randomized mechanism: 

 t = 

∑ m 

j=1 ( 
n j 
n + z w 

) 
[ 

1 
n j 

∑ n j 
i =1 ∇� (θ (c ) 

t , x ( j) 
i , y ( j) 

i ) + z t 
] 

= 

1 
n 

n ∑ 

i =1 

∇� (θ (c ) 
t , x i , y i ) + z t 

︸ ︷︷ ︸ 
A t 

+ 

m ∑ 

j=1 

z w 

n j 

⎡ 

⎣ 

n j ∑ 

i =1 

∇� (θ (c ) 
t , x ( j) 

i , y ( j) 
i ) + z t 

⎤ 

⎦ 

︸ ︷︷ ︸ 
B t 

, 

(6) 

here θ (c ) 
t represents θ (c ) after t local rounds. 

First, we consider A t = 

1 
n 

∑ n 
i =1 ∇� (θ (c ) 

t , x i , y i ) + z t . 
In the moments accountant method ( Abadi et al. (2016) ),

he λth moment αM 

(λ; D, D 

′ ) on randomized mechanism M is 
efined as: 

M 

(λ; D, D 

′ ) = log E o∼M (D ) [ exp (λc (o; M, D, D 

′ )) ] , (7) 

here c (o; M, D, D 

′ ) is privacy loss at output o, defined as: 

 (o; M, D, D 

′ ) = log 
P [ M (D ) = o ] 
P [ M (D 

′ ) = o ] 
. (8) 

In order to preserve privacy, it is necessary to bound all pos- 
ible αM 

(λ; D, D 

′ ) . 
So, αM 

(λ) is defined as: 

M 

(λ) = max 
D,D ′ 

αM 

(λ; D, D 

′ ) . 

Considering that: 

A t = 

1 
n 

∑ n 
i =1 ∇� (θ (c ) 

t , x i , y i ) + z t 
= 

1 
n 

∑ n 
i =1 ∇� (θ (c ) 

t , x i , y i ) + N (0 , σ 2 I p ) . 

We denote probability distributions on adjacent databases 
 and D 

′ over mechanism A t as P and Q: 

 = ∇L D (θ
(c ) 
t ) + N (0 , σ 2 I p ) = N (∇L D (θ

(c ) 
t ) , σ 2 I p ) , 

 = ∇L D ′ (θ
(c ) 
t ) + N (0 , σ 2 I p ) = N (∇L D ′ (θ

(c ) 
t ) , σ 2 I p ) . 

The Rényi divergence D α over distributions P(x ) and Q(x ) is 
efined as ( Bun and Steinke (2016) ): 

 α (P ‖ Q ) = 

1 
α − 1 

log 

( 

E x ∼P 

[ (
P (x ) 
Q(x ) 

)α−1 
] ) 

. (9) 

By Eq. (7) , (8), (9) and definitions P, Q, we have equations
elow over mechanism A t : 

αA t (λ) = log E o∼P 

[ 
exp 

(
λ log ( P Q ) 

)] 
= log E o∼P 

[(
P 
Q 

)λ
]

= λD λ+1 (P‖ Q ) . 

By Lemma 2.5 in Bun and Steinke (2016) , we have: 

D λ+1 (P‖ Q ) = 

λ(λ + 1) 
∥∥∥∇L D (θ

(c ) 
t ) − ∇L D ′ (θ

(c ) 
t ) 

∥∥∥2 

2 σ 2 
. 

Note that � (·) is G -Lipschitz (denoted as G below), and sup-
ose the only different element between D and D 

′ is the n th 

ne, we have: 

∇L D (θ
(c ) 
t ) − ∇L D ′ (θ

(c ) 
t ) 

= 

1 
n 

(∑ n −1 
i =1 ∇� (θ (c ) 

t , x i , y i ) + ∇� (θ (c ) 
t , x n , y n ) 

)
− 1 

n 

(∑ n −1 
i =1 ∇� (θ (c ) 

t , x i , y i ) + ∇� (θ (c ) 
t , x ′ n , y ′ n ) 

)
= 

1 
n 

(
∇� (θ (c ) 

t , x n , y n ) − ∇� (θ (c ) 
t , x ′ n , y ′ n ) 

)
(G ) ≤ 2 G 

n . 

Thus, we have: 

A t (λ) = λD λ+1 (P‖ Q ) ≤ 2 G 

2 λ(λ + 1) 
σ 2 n 2 

. 
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By Theorem 2.1 in Abadi et al. (2016) , for some constant c 1 ,
we have: 

αA (λ) ≤
T ∑ 

t=1 

αA t (λ) ≤ c 1 λ2 G 

2 T 
σ 2 n 2 

. 

Taking σ 2 = c G 
2 T ln (1 /δ1 ) 

n 2 ε2 
1 

for some constant c : 

αA (λ) ≤ c 1 λ2 G 

2 T 
σ 2 n 2 

≤ λε1 

2 
, 

and as a result, we have: 

c 1 λ2 G 

2 T ε2 
1 

cG 

2 T ln (1 /δ1 ) 
≤ λε1 

2 
, 

which means: 

δ1 ≤ exp ( 
−λε1 

2 
) . 

Due to Theorem 2.2 in Abadi et al. (2016) , A t is (ε1 , δ1 ) -DP. 
In Eq. (6) , differential privacy can be guaranteed by sum-

ming part A t over T iterations. Part B t gives more randomness
to M t and as a result, M t strictly satisfies (ε1 , δ1 ) -differential
privacy. 

Then, we analyze the privacy when applying weights
(guaranteed by Eq. (5) ) . 

It is easy to follow that the � 2 -sensitivity when applying
weights is 1 

n (i.e. differing by a single element, the maximum
change on weights is 1 

n ). 
By Gaussian mechanism ( Dwork et al. (2014) ), ( ε, δ)-DP is

guaranteed if random noise z ∼ N (0 , σ 2 ) is added to a query,

with σ ≥
√ 

2 ln (1 . 25 /δ) S ( f ) 
ε

, where S ( f ) is the � 2 -sensitivity of the
query. 

Therefore, with σw 

is Eq. (5) , ( ε2 , δ2 )-differential privacy is
guaranteed by Gaussian mechanism. 

Then, by applying composition theorems
( Dwork et al. (2014) ) over processes delivering weights and
training models , Algorithm 1 is ( ε1 + ε2 , δ1 + δ2 )-differential
privacy overall. �

In Theorem 1 , � (·) is G -Lipschitz, but not constrained convex .
Thus, Theorem 1 is general in both convex and non-convex
conditions. 

Although our proposed WD-DP considers distributed set-
ting, Theorem 1 is not related to the number of parties m or
the data scale n j on client j. As a result, Gaussian noise guar-
anteeing differential privacy is not related to multiple parties,
but has the same form as in centralized setting. 

Moreover, we consider different weights held by parties
when aggregating models, so the bound is tighter than which

introduced by Jayaraman et al. (2018) by a factor of 
(mn (1) ) 

2 

n 2 
,

where n (1) is the smallest size of data sets owned by all the
parties. When data scales on clients are not even, our method
is much better. 

3.2.2. Differential privacy on clients 
After analyzing the privacy on the final model, models of
clients should be paid attentions. Discussions of differential
privacy in this part are based on adjacent datasets D j and D 

′ 
j 

over each client j. 

Theorem 2. In Algorithm 1 , with σ the same as in Eq. (4) , the model
θ ( j) on client j is ( n n j 

ε1 , δ1 )-differential privacy. 

Here, ε1 and δ1 are the same as in Theorem 1 (assigned by
the trusted server), rather than locally determined. Addition-
ally, like claimed in Section 3.2 , our analysis can be easily gen-
eralized to the cases that privacy budgets are determined lo-
cally. For models on clients, there is no need to consider the
privacy loss when delivering weights, so ε2 and δ2 are not con-
sidered. 

Proof of Theorem 2.. Denote M t on client j as M 

( j) 
t , like in

Theorem 1 , we have: 

M 

( j) 
t = 

1 
n j 

n j ∑ 

i =1 

∇� (θ ( j) 
t , x ( j) 

i , y ( j) 
i ) + N (0 , σ 2 I p ) . 

Then, following the proof steps in Theorem 1 , for some con-
stant c 1 , we have: 

α
( j) 
M 

(λ) ≤ c 1 λ2 G 

2 T 

σ 2 n 2 j 
, 

where α( j) 
M 

(λ) represents moment ( Abadi et al. (2016) ) on client
j. 

Taking σ the same as in Eq. (4) , for some constant c, we
have: 

α
( j) 
M 

(λ) ≤ c 
λ2 ε2 

1 n 
2 

log (1 /δ1 ) n 2 j 
. 

We can guarantee that: 

α
( j) 
M 

(λ) ≤ c 
λ2 ε2 

1 n 
2 

log (1 /δ1 ) n 2 j 
≤ λε1 

n 
2 n j 

, 

and as a result: 

δ1 ≤ exp (−2 n 
n j 

λε1 ) ≤ exp (− n 
2 n j 

λε1 ) , 

which means ( n n j 
ε1 , δ1 )-DP due to Theorem 2.2 in

Abadi et al. (2016) . �

Remark 1. In Theorem 2 , for clients with larger data scales,
we preserve more privacy (denoted by smaller n 

n j 
ε1 ) and vice

versa. It is in line with the ‘common sense’: larger data sets
are more important and need more protections. 

3.3. The relationship between ε and δ

In this part, following Triastcyn and Faltings (2019) , we dis-
cuss the relationship between ε and δ. In our algorithm, ε1 is
connected with δ1 and ε2 is connected with δ2 , the discussion
holds for both of the pairs. 

In the field of differential privacy, the probability of the fail-
ure of ε-DP is represented by δ, i.e. 

P [ c (o; M, D, D 

′ ) ≥ ε] ≤ δ, (10)
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here c is the privacy loss, defined in (8) . 
By extended Markov’s inequality, for monotonically in- 

reasing non-negative function ϕ(·) : 

 [ | c (o; M, D, D 

′ ) | ≥ ε] ≤ E [ ϕ(| c (o; M, D, D 

′ ) | )] 
ϕ(ε ) 

. 

By applying ϕ(x ) = e λx , we have 2 : 

 [ c (o; M, D, D 

′ ) ≥ ε] ≤ E [ e λc (o;M,D,D ′ ) ] 
e λε

(10) = δ, 

here e λc (o;M,D,D ′ ) = 

(
P (M (D )= o) 
P (M (D ′ )= o) 

)λ

, a Rényi divergence. 
Thus, ε and δ are connected by the expectation of the pri- 

acy loss. 

. Theoretical analysis over convex and 

on-convex conditions 

n this section, first we give the analysis of excess empirical 
isk of our method WD-DP under strongly convex condition.
hen, we generalize it to non-convex loss functions which 

atisfy the Polyak-Łojasiewicz condition. To the best of our 
nowledge, this is the first theoretical analysis of excess em- 
irical risk bound on non-convex distributed differentially pri- 
ate ERM. 

.1. Convex 

n this part, we give the theoretical analysis on the excess em- 
irical risk under the condition that the objective function L (·) 

s λ-strongly convex. 

heorem 3. Suppose that the loss function � (θ, x, y ) is G-Lipschitz 
nd L-smooth over θ, L D (θ ) is λ-strongly convex and differentiable,
ith σ in Eq. (4) and learning rate η = 

1 
L . We have: 

 [ L D (θT ) ] − L ∗D ≤ O 

( 

pG 

2 ln (1 /δ1 ) log (n ) 

n 2 ε2 
1 

) 

, 

here T = 

˜ O 

(
log ( 

n 2 ε2 
1 

pG 2 ln (1 /δ1 ) 
) 
)

, L ∗D = min θ∈ R p L D (θ ) and p is the 

umber of parameters. 

roof of Theorem 3.. According to the updating criteria of gra- 
ient descent, we have 3 : 

t+1 − θt = −η(∇L D (θt ) + z t ) = −1 
L 

(∇L D (θt ) + z t ) . (11)

First, we build a connection between L D (θt+1 ) and L D (θt ) . 
Note that the loss function � (·) is L -smooth (denoted as L 

elow) and the objective function L D (θ ) is differentiable (de- 
2 Here, | c (o; M, D, D 

′ ) | can be replaced by c (o; M, D, D 

′ ) because 
 (o; M, D, D 

′ ) = −c (o; M, D 

′ , D ) . 
3 Considering E (z w ) = 0 and σ 2 

w = O (1 /n 2 ) , we omit z w here, the 
pproximation error is O (1 /n 2 ) at most. 

t

t  

r
i  
oted as d below), we have: 

 z t [ L D (θt+1 ) − L D (θt ) ] 
L,d) ≤ E z t 

[ 
< ∇L D (θt ) , θt+1 − θt > + 

L 
2 

∥∥θt+1 − θt 
∥∥2 

] 
− 1 

L 

∥∥∇L D (θt ) 
∥∥2 − 1 

L < ∇L D (θt ) , z t > 

+ 

1 
2 L 

∥∥∇L D (θt ) 
∥∥2 + 

1 
2 L E z t ‖ z t ‖ 2 

+ 

1 
L < ∇L D (θt ) , z t > 

1 
2 L 

∥∥∇L D (θt ) 
∥∥2 + 

1 
2 L E z t ‖ z t ‖ 2 . 

(12) 

Then, we can connect L D (θt ) with L ∗D . Note that L D (θ )
s λ-strongly convex and differentiable, from Csiba and 

ichtárik (2017) , we have: 

∇L D (θt ) 
∥∥2 ≥ 2 λ(L D (θt ) − L ∗D ) . (13) 

For random variable X, we have: 

 (X 

2 ) = E 

2 (X) + v (X) , (14) 

here v (X) denotes variance of X. 
By Eq. (13) and Eq. (14) , Eq. (12) can be transferred to: 

E z t [ L D (θt+1 ) − L D (θt ) ] 

≤ − λ
L (L D (θt ) − L ∗D ) + 

1 
2 L 

(
E 

2 
z t ‖ z t ‖ + v ( ‖ z t ‖ ) 

)
= − λ

L (L D (θt ) − L ∗D ) + 

pσ2 

2 L . 

In this way, we can fill the gap between L D (θT ) and L ∗D . 
By summing over T iterations, we have: 

E [ L D (θT ) ] − L ∗D 
≤ (1 − λ

L ) 
T (L D (θ0 ) − L ∗D ) 

+ 

pσ2 

2 L 

(
(1 − λ

L ) 
0 + (1 − λ

L ) 
1 + . . . + (1 − λ

L ) 
T−1 )

= (1 − λ
L ) 

T (L D (θ0 ) − L ∗D ) + 

pσ2 

2 L 
L 
λ

(
1 − (1 − λ

L ) 
T )

≤ (1 − λ
L ) 

T (L D (θ0 ) − L ∗D ) + 

pσ2 

2 λ . 

(15) 

Taking T = 

˜ O 

(
log ( 

n 2 ε2 
1 

pG 2 ln (1 /δ1 ) 
) 
)

, we have: 

 [ L D (θT ) ] − L ∗D ≤ O 

( 

pG 

2 ln (1 /δ1 ) log (n ) 

n 2 ε2 
1 

) 

. 

�

emark 2. In Wang et al. (2017) , Eq. (15) is scaling to: 

 [ L D (θT ) ] − L ∗D ≤ (1 − λ

L 
) T (L D (θ0 ) − L ∗D ) + 

T pσ 2 

2 L 
. (16) 

owever, in this paper, we summing the geometric sequence 

the second term on the right side) to pσ2 

2 λ in Eq. (15) . Obviously,
q. (15) is tighter than Eq. (16) . In this way, we improve the
roof process, leading a better excess empirical risk bound by 
 factor of log (n ) . 

Our method is better than the methods proposed in dis- 
ributed setting ( Jayaraman et al. (2018) ) and centralized set- 

ing ( Wang et al. (2017) ) by factors of 
(mn (1) ) 

2 log (n ) 

( log (mn (1) ) n ) 
2 and log (n ) ,

espectively. Intuitively, giving weights to parties means data 
nstances owned by all parties are of the same importance,
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which is similar to the centralized setting. Conversely, simply
averaging “over-considers” data instances in smaller data sets,
making it more distributed . Hence, the theoretical results of our
method benefit a lot from weighted framework . 

4.2. Non-convex 

In this part, we generalize Theorem 3 to a more general case:
the objective function L (·) is not restricted to convex but satis-
fies the Polyak-Łojasiewicz condition. 

Definition 3. For function L (·) , denotes L ∗ = min θ∈ R p L (θ ) , if
there exists μ > 0 and for every θ, 

∥∥∇L (θ ) 
∥∥2 ≥ 2 μ(L (θ ) − L ∗ ) , (17)

then function L (·) satisfies the Polyak-Łojasiewicz condition. 

Obviously, convex functions also satisfy Eq. (17) . In fact,
Polyak-Łojasiewicz condition is much more general than convex .
Karimi et al. (2016) claimed that when function F (·) is differ-
entiable and L -smooth under � 2 norm, we have: 

Strong Convex ⇒ Essential Strong Convexity ⇒ Weak
Strongly Convexity ⇒ Restricted Secant Inequality ⇒ Polyak-
Łojasiewicz Inequality ⇔ Error Bound 

Theorem 4. Suppose that � (θ, x, y ) is G-Lipschitz and L-smooth
over θ, L D (θ ) satisfies the Polyak-Łojasiewicz condition and differ-
entiable, σ is the same as Eq. (4) and η = 

1 
L . We have: 

E [ L D (θT ) ] − L ∗D ≤ O 

( 

pG 

2 ln (1 /δ1 ) log (n ) 

n 2 ε2 
1 

) 

, 

where T = 

˜ O 

(
log ( 

n 2 ε2 
1 

pG 2 ln (1 /δ1 ) 
) 
)

, L ∗D = min θ∈ R p L D (θ ) and p is the

number of parameters. 

Proof of Theorem 4.. The proof is similar to Theorem 3 . 
According to updating criteria of gradient descent: 

θt+1 − θt = −η(∇L D (θt ) + z t ) = −1 
L 

(∇L D (θt ) + z t ) . 

Function � (·) is L -smooth (denoted as L below) and L D (θ ) is
differentiable (denoted as d below), we have: 

E z t [ L D (θt+1 ) − L D (θt ) ] 
(L,d) ≤ E z t 

[ 
< ∇L D (θt ) , θt+1 − θt > + 

L 
2 

∥∥θt+1 − θt 
∥∥2 

] 
≤ − 1 

L 

∥∥∇L D (θt ) 
∥∥2 − 1 

L < ∇L D (θt ) , z t > 

+ 

1 
2 L 

∥∥∇L D (θt ) 
∥∥2 + 

1 
2 L E z t ‖ z t ‖ 2 

+ 

1 
L < ∇L D (θt ) , z t > 

= − 1 
2 L 

∥∥∇L D (θt ) 
∥∥2 + 

1 
2 L E z t ‖ z t ‖ 2 . 

(18)

Note that L D (θ ) satisfies the Polyak-Łojasiewicz condition,
then we have: 

∥∥∇L D (θt ) 
∥∥2 ≥ 2 μ(L D (θt ) − L ∗D ) . (19)

For random variable X, we have: 

E (X 

2 ) = E 

2 (X) + v (X) , (20)

 

where v (X) denotes variance of X. 
By Eq. (19) and Eq. (20) , Eq. (18) can be transferred to: 

E z t [ L D (θt+1 ) − L D (θt ) ] 

≤ − μ
L (L D (θt ) − L ∗D ) + 

1 
2 L 

(
E 

2 
z t ‖ z t ‖ + v ( ‖ z t ‖ ) 

)
= − μ

L (L D (θt ) − L ∗D ) + 

pσ2 

2 L . 

Then, summing over T iterations, we have: 

E [ L D (θT ) ] − L ∗D 
≤ (1 − μ

L ) 
T (L D (θ0 ) − L ∗D ) 

+ 

pσ2 

2 L 

(
(1 − μ

L ) 
0 + (1 − μ

L ) 
1 + . . . + (1 − μ

L ) 
T−1 )

= (1 − μ
L ) 

T (L D (θ0 ) − L ∗D ) + 

pσ2 

2 L 
L 
μ

(
1 − (1 − μ

L ) 
T )

≤ (1 − μ
L ) 

T (L D (θ0 ) − L ∗D ) + 

pσ2 

2 μ . 

Taking T = 

˜ O 

(
log ( 

n 2 ε2 
1 

pG 2 ln (1 /δ1 ) 
) 
)

, we have: 

E [ L D (θT ) ] − L ∗D ≤ O 

( 

pG 

2 ln (1 /δ1 ) log (n ) 

n 2 ε2 
1 

) 

. 

�

The excess empirical risk bounds of our method over both
convex case and non-convex case are tighter than the method
over convex function proposed by Jayaraman et al. (2018) by a

factor of 
(mn (1) ) 

2 log (n ) 

( log (mn (1) ) n ) 
2 , where m is the number of parties and

n (1) denotes the smallest data set’s size. Under the situation
of uneven data scales in real scenarios, the gap between mn (1)

and n is huge, our method is extremely superior. 
Moreover, as introduced in Remark 2 , we prove that the

excess empirical risk bound can be tighter than which in
Wang et al. (2017) by a factor of log (n ) . 

5. Experiments 

Experiments are performed on classification task and regres-
sion task. We compare our method with the gradient pertur-
bation method proposed by Jayaraman et al. (2018) and the
centralized privacy method proposed by Wang et al. (2017) .
For classification task, logistic regression method is ap-
plied on data sets KDDCup99 Hettich and Bay (1999) , Adult
Dua and Graff (2017) , Bank Moro et al. (2014) , Breast Can-
cer Mangasarian and Wolberg (1990) and Credit Card Fraud
Bontempi and Worldline (2018) , the number of total data in-
stances are 70000, 45222, 41188, 699 and 984, respectively, in
which accuracy and optimality gap are used to measure the
classification performance. And for regression task, we apply
ridge regression method on data sets KDDCup98 Parsa and
Howes (1998) , Big Mart Sales (BMS) and Black Friday (BF) (data
sets BMS and BF are got from Kaggle), the number of total data
instances are 70000, 8523 and 100000, respectively, in which
Mean Squared Error (MSE) and optimality gap are used to mea-

sure the regression performance. Accuracy is defined as 
N right 

m 

,

where N right is the number of correct classified samples when
testing and m denotes the size of the test set. Optimality gap
is defined as L (θ ) − L (θ∗ ) , where θ∗ is centralized optimal non-
privacy model. MSE is defined as 1 ∑ m ( ̂ y −y ) 2 , where ˆ y and y
m 

i =1 



10 c o m p u t e r s  &  s e c u r i t y  1 0 6  ( 2 0 2 1 )  1 0 2 2 7 5  

Fig. 1 – Accuracy and Optimality Gap on data sets over ε, m = 32 , for classification. 

Fig. 2 – Accuracy and Optimality Gap on data sets over ε, m = 16 , for classification. 
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enote the prediction and the true data, respectively. Accuracy 
nd MSE represent the performance on test data and optimal- 
ty gap denotes excess empirical risk on training data. Higher 
ccuracy and lower MSE mean better classification and re- 
ression performance, respectively. And lower optimality gap 

eans that the model is closer to the optimal model. 
Training set and testing set are chosen randomly. In all the 

xperiments, total local iteration rounds T and learning rate η
re chosen by cross-validation. 

.1. Convex condition 

n this part, we demonstrate the experimental results when 

he loss function is convex. 
For logistic regression method (for classification task), the 

oss function is: 

 (θ, x, y ) = −( y log (h θ (x )) + (1 − y ) log (1 − h θ (x )) ) , 

here h θ (x ) = 

1 
1+ e −θT x 

. 

For ridge regression method (for regression task), the loss 
unction is: 

 (θ, x, y ) = ( y − h θ (x ) ) 2 , 

here h θ (x ) = θT x . 
The loss functions for both tasks are convex. 
First, we evaluate the comparisons between our method 

nd previous methods on classification task. We set the num- 
er of clients m = 32 , 16 , 8 , 4 , 2 . According to the size of data
ets, m = 32 , 16 are not set for data sets Breast Cancer and
redit Card Fraud. Fig. 1 , 2 , 3 , 4 , Fig. 5 show the classifica-

ion performance over differential privacy budget ε, in which 
f  
ashed lines represent the optimality gap and solid lines rep- 
esent the accuracy. The numbers of data instances owned by 
lients are not the same and are set randomly. Moreover, we 
et a threshold of the smallest data set’s size, ensuring effec- 
ive models are trained by clients. ε is set from 0.01 to 0.25 and
is set according to the size of the data set. In our method, we
et ε1 + ε2 = ε and δ1 + δ2 = δ. 

It can be observed that on most data sets, the accuracy 
nd the optimality gap of our method: WD-DP are better than 

he method proposed in Jayaraman et al. (2018) , the best dis- 
ributed method we know, and are similar to the centralized 

ethod proposed by Wang et al. (2017) , by considering differ- 
nt weights of different clients. In general, the classification 

erformance is becoming better when ε increases, which is 
he same as intuition. However, on some data sets, the accu- 
acy and the optimality gap of our method are worse when 

is smaller (such as Fig. 1 (a)). The reason is that the Gaus-
ian noise added to the model has expectation 0 and different 
ariance, higher ε means smaller variance and implies smaller 
mount of noises. When noises are larger, it is more possible 
or the model to “jump out” from the local optimal solution 

nd to achieve better solutions. Another reason is that in our 
ethod, the variance added to the gradient is c G 

2 T ln (1 /δ1 ) 
n 2 ε2 

1 
, term 

 

2 in the denominator ( n 2 (1) instead in the method proposed 

y Jayaraman et al. (2018) ) keeps the value of the noise in a
ow level, avoids large negative perturbation. Meanwhile, it is 
orth noting that differential privacy is guaranteed by adding 

andom noise, so fluctuations (such as Fig. 3 (c)) are normal. 
We also evaluate the influence caused by the difference of 

ata sets’ size owned by different clients. We define the level of 
on-average u as n max 

n min 
, where n max and n min denote the maxi- 

um and minimum data set’s size, respectively. In the experi- 
ents, considering the number of total data instances, u is set 

rom 1 to 9 on data sets KDDCup99, Adult, Bank, while from 1
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Fig. 3 – Accuracy and Optimality Gap on data sets over ε, m = 8 , for classification. 

Fig. 4 – Accuracy and Optimality Gap on data sets over ε, m = 4, for classification. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

to 5 on the rest data sets. Particularly, u = 1 means average
setting. For the sake of simplicity, we divide all the clients into
2 groups, clients in the same group have the same size. 

Fig. 6 , 7 , Fig. 8 show the accuracy and the optimality gap
over the level of non-average u, with different privacy bud-
get ε and client numbers m, in which dashed lines repre-
sent the optimality gap and solid lines represent the accu-
racy. For average setting, when u = 1 , the accuracy of our pro-
posed method WD-DP is similar to the method proposed in
Jayaraman et al. (2018) , which is in line with our theoretical
analysis. However, when u increases, which means data scales
are more uneven, the accuracy and the optimality gap of our
method are steady, but the accuracy and the optimality gap
of which proposed by Jayaraman et al. (2018) become worse
rapidly or fluctuates sharply. Thus, our method is more reli-
able, especially in the case of uneven data scales, which is the
same as in theoretical analysis. In general, with the increasing
of u, classification performance becomes worse. However, on
some data sets, larger u leads better accuracy and optimality
gap (such as Fig. 6 (c)). The reason is that when u increases
from 1, data scales of different clients become more uneven,
and the performance becomes worse at first. However, when u
is larger than a certain value (the threshold is different accord-
ing to different data sets), the aggregated model is determined
by the clients who own most of the data instances. In other
words, training data ‘flows to’ part of the clients, and those
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Fig. 5 – Accuracy and Optimality Gap on data sets over ε, m = 2 , for classification. 

Fig. 6 – Accuracy and Optimality Gap on data sets over the level of non-average u, m = 32 , ε = 0 . 15 , for classification. 

Fig. 7 – Accuracy and Optimality Gap on data sets over the level of non-average u, m = 16 , ε = 0 . 01 , for classification. 
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lients with more data instances are more ‘powerful’. Thus, it 
s easy to follow that the model trained by more training data 
s better than which trained by less data. 

Then, comparisons between our method: WD-DP and pre- 
ious methods on regression task are performed. For regres- 
ion task, we set the number of clients m = 32 , 16 , 8 for all the
ata sets. Fig. 9 , 10 , Fig. 11 show the regression performance 
ver differential privacy budget ε, in which dashed lines repre- 
ent the optimality gap and solid lines represent the MSE. Like 
n classification task, the numbers of data instances owned by 
lients are set randomly and a threshold of the smallest data 
et’s size is set. 

It can be observed that both MSE and optimality gap 

f our method: WD-DP are better than the method pro- 
osed in Jayaraman et al. (2018) , although slightly fluctua- 
ions exist on some data sets (such as Fig. 10 (a)), which is
ommon, as explained above in classification task. In gen- 
ral, with the increasing of ε, the MSE and the optimal- 
ty gap become smaller. However, on some data sets, the 
common sense’ does not hold (such as Fig. 11 (a) when 
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Fig. 8 – Accuracy and Optimality Gap on data sets over the level of non-average u, m = 8 , ε = 0 . 01 , for classification. 

Fig. 9 – MSE and Optimality Gap on data sets over ε, m = 32 , for regression. 

Fig. 10 – MSE and Optimality Gap on data sets over ε, m = 16 , for regression. 

Fig. 11 – MSE and Optimality Gap on data sets over ε, m = 8 , for regression. 



14 c o m p u t e r s  &  s e c u r i t y  1 0 6  ( 2 0 2 1 )  1 0 2 2 7 5  

Fig. 12 – MSE and Optimality Gap on data sets over the level of non-average u, m = 8 , ε = 0 . 15 , for regression. 

Fig. 13 – MSE and Optimality Gap on data sets over the level of non-average u, m = 16 , ε = 0 . 2 , for regression. 

Fig. 14 – MSE and Optimality Gap on data sets over the level of non-average u, m = 32 , ε = 0 . 25 , for regression. 
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= 0 . 25 ), the reason is similar to which in classification 

ask: higher random noise may make the model ‘jump out’ 
rom the local optimal solution. Additionally, we find that 
n regression task, MSE and optimality gap are not so sensi- 
ive as in classification task, leading more gentle lines over 
ifferent ε. 

Fig. 12 , 13 , Fig. 14 show the accuracy and the optimality 
ap over u, in which dashed lines represent the optimality 
ap and solid lines represent the MSE. When u = 1 , the MSE 
nd the optimality gap of our method is similar to the method 

roposed in Jayaraman et al. (2018) . As u increases, MSE and 

ptimality gap of our method become better (decrease) and 

hich of previous method become worse (increase), which 

eans that our method is better than the method proposed 

n Jayaraman et al. (2018) . In general, when u increases, the 
egression performance will decrease. However, as explained 

bove in classification task, with the increasing of u, larger 
lients own more training data and become more ‘powerful’.
raining model by larger data sets leads better performance,
hich is the reason that the regression performance of our 
ethod becomes better with the increasing of u . 
Practical experiments on convex loss function over real 

ata sets show that our proposed method: WD-DP is more su- 
�
erior than previous methods in the field of distributed dif- 
erentially private ERM, with satisfactory privacy on the fi- 
al model and clients, especially in the case that the data 
cales on clients are uneven. Moreover, the experimental re- 
ults show that in distributed setting, our method achieves the 
erformance similar to centralized methods, which is an at- 
ractive result. 

.2. Non-Convex condition 

n this part, we perform the experiments on non-convex loss 
unction. 

To construct the loss function which satisfies the Polyak- 
ojasiewicz condition, we add a regularization term ‖ θ‖ 2 + 

 sin 

2 (‖ θ‖ ) to the loss function. The reason is that func-
ion f (x ) = x 2 + 3 sin 

2 (x ) is non-convex but satisfies the
olyak-Łojasiewicz inequality (defined in (17) ) with μ = 1 / 32 
 Karimi et al. (2016) ). 

We apply the regularization term to the ridge regression 

ethod (introduced in Section 5.1 ) on regression task. As a 
esult, the loss function is transformed to: 

 (θ, x, y ) = (y − θT x ) 2 + ‖ θ‖ 2 + 3 sin 

2 (‖ θ‖ ) . 
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Fig. 15 – MSE and Optimality Gap on data sets over ε, m = 32 , for regression under Polyak-Łojasiewicz condition. 

Fig. 16 – MSE and Optimality Gap on data sets over ε, m = 16 , for regression under Polyak-Łojasiewicz condition. 

Fig. 17 – MSE and Optimality Gap on data sets over ε, m = 8 , for regression under Polyak-Łojasiewicz condition. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Then the loss function � (θ, x, y ) is non-convex but satisfies
the Polyak-Łojasiewicz condition. 

Like in the convex condition, we compare our
method to the distributed method proposed by
Jayaraman et al. (2018) and the centralized method pro-
posed by Wang et al. (2017) . Fig. 15 , 16 , Fig. 17 show the MSE
and the optimality gap over data sets under non-convex con-
dition, the number of clients m are 32, 16 and 8, respectively.
In Fig. 15, 16 and 17 , dashed lines represent the optimality
gap and solid lines represent the MSE. 

The experiments show that both MSE and optimality gap
of our WD-DP method are better than the distributed method
proposed by Jayaraman et al. (2018) . The MSE and optimality
gap are stable over ε because regression task is not sensitive to
the privacy budget, as explained in Section 5.1 . On some data
sets, the performance of our method is similar to the central-
ized method proposed by Wang et al. (2017) . The reason is that
by applying ‘weighted paradigm’, the ‘distributed’ property of
the whole system is reduced a lot, which is detailed explained
in the theoretical analysis. 

Fig. 18 , 19 , Fig. 20 show the MSE and the optimality gap over
the level of non-average u on different data sets. The num-
ber of clients m and the privacy budget ε is chosen randomly.
The comparison is between our method and the distributed
method proposed in Jayaraman et al. (2018) . Like in previous
figures, dashed lines represent the optimality gap and solid
lines represent the MSE. 

Experimental results show that our method is better than
the method proposed by Jayaraman et al. (2018) on both MSE
and optimality gap. The difference between our method and
previous method is huge. Meanwhile, with the increasing of
u, previous method becomes worse and our method becomes
better, the gap between previous method and our proposed
WD-DP method becomes wider. The reason is similar to which
under convex condition. When u increases, data instances
‘flow’ to larger clients and the model is determined by those
clients owning more data. 

Moreover, under both convex and non-convex conditions,
on some data sets, the performance of our proposed dis-
tributed method: WD-DP is similar to the centralized method
proposed by Wang et al. (2017) . The reason is that ‘weighted
framework’ reduces the negative impacts brought by uneven
data scales, which is detailed in the theoretical analysis in
Section 3 and Section 4 . In WD-DP, by considering weights,
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Fig. 18 – MSE and Optimality Gap on data sets over the level of non-average u, m = 8 , ε = 0 . 15 , for regression under 
Polyak-Łojasiewicz condition. 

Fig. 19 – MSE and Optimality Gap on data sets over the level of non-average u, m = 16 , ε = 0 . 2 , for regression under 
Polyak-Łojasiewicz condition. 

Fig. 20 – MSE and Optimality Gap on data sets over the level of non-average u, m = 32 , ε = 0 . 25 , for regression under 
Polyak-Łojasiewicz condition. 
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lients in the distributed system work as one, making the sys- 
em more ‘centralized’. 

. Conclusions 

n this paper, we propose WD-DP, a distributed differential pri- 
acy ERM method, providing (ε, δ) -differential privacy by gra- 
ient perturbation. For the first time, we theoretically analyze 
he problem: What can we benefit from the weighted framework? 

Theoretical analysis shows that by considering different 
eights of different clients, the noise bound and the excess 

mpirical risk bound can be improved in distributed differen- 
ially private ERM, comparing with the best previous method.
imilar to theoretical results, experimental results on real 
ata sets also show that the performance of our proposed 

ethod: WD-DP is better than previous ones, especially under 
he condition that data scales on different clients are uneven,
hich is common in real scenarios. It is worth emphasizing 

hat although our method focuses on the distributed setting,
t achieves almost the same theoretical and practical results 
s previous centralized methods, which is an attractive result 
rought by weighted paradigm. 

Moreover, most previous work on differentially private ERM 

ssumes that the loss function is strongly convex and this 
onstraint is not easy to achieve in some situations. So, we 
eneralize our method to a more general condition, in which 

he loss function satisfies the Polyak-Łojasiewicz condition.
or this non-convex case, we also perform experiments to 
valuate our method: WD-DP, experimental results are similar 
o which when the loss function is convex. Thus, both theoret- 
cal and experimental results show that our method is adapt 
o both convex and non-convex conditions. In future work, we 
ill focus on non-convex optimization in more general situ- 
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ations under distributed setting (e.g. deep learning). How to
reduce time complexity of the model is also a problem we
focus on, since most models are synchronous in distributed
setting. 
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